













































































We asked both the FBI General Counsel and the former Counsel for
Intelligence Policy whether, in light of the Court’s decision, they had
reviewed the underlying investigation |||} } ]l to cnsure that it was
not being conducted in violation of the First Amendment caveat. The FBI
General Counsel told us that she did not review the underlying investigation

because, for the reasons stated above, she believed there
was enough information to predicate the investigation. She said she
disagreed with the court and nothing in the court’s ruling altered her belief
that the investigation was appropriate.

In contrast, the former Counsel for Intelligence Policy stated that
OIPR should have examined the underlying investigation after the Court’s
decision regarding the Section 215 request. However, he said that with the
increase in national security investigations and FISA requests, OIPR had not
been able to fully serve such an oversight role.65

In addition, the former Acting Counsel for Intelligence Policy stated
that there is a history of significant pushback from the FBI when OIPR
questions agents about the assertions included in FISA applications.6¢ The
OIPR attorney assigned to Section 215 requests also told us that she
routinely accepts the FBI's assertions regarding the underlying
investigations as fact and that the FBI would respond poorly if she
questioned those assertions.

We also asked the FBI General Counsel whether it was appropriate to
issue NSLs in this investigation based on the same factual predicate as the
Section 215 application given that the statutory provisions authorizing NSLs
and Section 215 requests contain the same First Amendment caveat.6? The
FBI General Counsel told the OIG that she believed that it was appropriate
to issue NSLs because she disagreed with the FISA Court and because the
FBI was responsible for investigating ||| || | | I v/ith other
subjects of national security investigations. She stated that the FBI would

65 According to the former Counsel for Intelligence Policy, he raised his concerns
about OIPR’s inability to fulfill its oversight role in late 2004 or early 2005. The former
Acting Counsel for Intelligence Policy told us that, as of November 2007 OIPR developed a
strategy for reviewing national security investigations and had begun conducting national
security reviews. According to an OIPR attorney, OIPR has conducted all 15 of their
planned national security reviews at approximately 14 field offices and FBI Headquarters.

66 The former Acting Counsel also stated that FBI agents are under significant
pressure to respond to national security threats and that some agents are angry that FBI
agents have been accused of failing to identify these threats.

67 The FBI requested three NSLs,
pursuant to the Right to Financial Privacy Act (RFPA), 12 U.S.C. § 3414. RFPA requlres that
the individual issuing the NSL certify that the investigation is “not conducted solely on the
basis of activities protected by the First Amendment to the Constitution of the United
States.”
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have to close numerous investigations if it was not permitted to investigate
individuals based on their contact with other subjects of FBI investigations.

The former Counsel for Intelligence Policy stated that investigations
based on association with subjects of other national security investigations
are weak, but “are not necessarily illegitimate.” He stated that when OIPR
receives cases that appear to be based solely on association, OIPR first
attempts to identify specific conduct by the subject and asks “what makes

ou — the FBI — think that this guy did anything wrong.”

4. OIG Analysis

We considered this matter to be noteworthy because the FISA Court
twice refused to authorize Section 215 orders based on concerns that the
investigation was premised on protected First Amendment activity, and the
FBI subsequently issued NSLs to obtain information ﬁ based
on the same factual predicate without first reviewing the underlying
investigation to ensure it did not violate the First Amendment caveat.

Section 215 allows the FBI to seek a business records order for a
national security investigation of a U.S. person provided that the
investigation is “not conducted solely upon the basis of activities protected
by the first amendment of the Constitution.” See 50 U.S.C. § 1861(a)(1) and
(@)(2)(B). Similarly, the Right to Financial Privacy Act (RFPA), 12 U.S.C. §
3414, allows the FBI to issue NSLs to obtain financial records for a national
security investigation of a U.S. person provided that the investigation is “not
conducted solely upon the basis of activities protected by the first
amendment of the Constitution.”

In this matter, both FBI and OIPR personnel had raised First
Amendment concerns regarding the predicate for the investigation of [}
B before and after the first Section 215 read application was
submitted to the FISA Court. Once the Court expressed similar concerns
and rejected the successive applications, we believe it was incumbent upon
the FBI and OIPR re-evaluate the investigation before seeking additional
information about ||| | GTTEN using NSLs. Instead, the FBI issued NSLs
based on the same factual predicate contained in the Section 215
applications and without additional information about ||| GTEGE
activities, despite the Court’s rejection on two occasions of requests for a
Section 215 order.

We were also concerned b
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B. [ of some Section 215 Requests
We also considered the ||| | | N

issued during 2006 to be a noteworthy item.

of several Section 215 orders
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CHAPTER SEVEN
MINIMIZATION PROCEDURES

The Reauthorization Act required the Attorney General to adopt
minimization procedures for business records obtained pursuant to Section
215 orders. 50 U.S.C. § 1861(g)(1). The Act also directed the OIG to
examine the minimization procedures to determine whether they “protect
the constitutional rights of United States persons.” See Pub. L. No. 109-
177, § 106A. In this chapter, we describe our review of the minimization
procedures adopted by the Department.

| 8 Minimization Mandate
The Reauthorization Act defined minimization procedures as:

(A) specific procedures that are reasonably designed in light of
the purpose and technique of an order for the production of
tangible things, to minimize the retention, and prohibit the
dissemination, of non-publicly available information concerning
unconsenting United States persons consistent with the need of
the United States to obtain, produce, and disseminate foreign
intelligence information;€8l

(B) procedures that require that non-publicly available
information, which is not foreign intelligence information as
defined in section 1801(e)(1) of this title, shall not be
disseminated in a manner that identifies any United States
person without such person’s consent, unless such person’s

68 Foreign Intelligence information is defined as:

(1) information that relates to, and if concerning a United States person is
necessary to, the ability of the United States to protect against —

(a) actual or potential attack or other grave hostile acts of a foreign
power or an agent of a foreign power;

(b) sabotage or international terrorism by a foreign power or an agent
or foreign power; or

{c) clandestine intelligence activities by an intelligence service or
network of a foreign power or by an agent of a foreign power; or

(2) information with respect to a foreign power or foreign territory that relates
to, and if concerning a United States person is necessary to —

(a) the national defense or the security of the United States; or
(b} the conduct of the foreign affairs of the United States.
50 U.S.C. § 1801(e).
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identity is necessary to understand foreign intelligence
information or assess its importance; and

(C) notwithstanding subparagraphs (A) and (B), procedures
that allow for the retention and dissemination of information
that is evidence of a crime which has been, is being, or is about
to committed and that is to be retained or disseminated for law
enforcement purposes. 50 U.S.C § 1861(g)(2).

The minimization procedures were required to be adopted by the
Attorney General within 180 days of enactment of the Reauthorization Act
(that is, by September 5, 2006). 50 U.S.C § 1861(g)(1).

As noted above, the Act also required that the OIG examine “the
minimization procedures adopted by the Attorney General . . . and whether
such minimization procedures protect the constitutional rights of United
States persons.”

II. Draft Minimization Procedures

Several months after enactment of the Reauthorization Act, the Office
of Intelligence Policy and Review (OIPR) and the FBI - both of whom had
been developing minimization procedures related to Section 215 orders -
exchanged draft procedures. The drafts differed in fundamental respects,
ranging from definitions to the scope of the procedures. At a meeting held
on August 21, 2006, approximately 2 weeks before the statutory deadline,
FBI and OIPR officials were unable to reach agreement on minimization
procedures. Present at the meeting were the FBI General Counsel and the
former Counsel for Intelligence Policy, along with attorneys from their
respective offices and representatives from the Deputy Attorney General’s
Office, the Criminal Division, the Office of the Director of National
Intelligence, and the Central Intelligence Agency.

Unresolved issues included the time period for retention of
information, definitional issues of “U.S. person identifying information,” and
whether to include procedures for addressing material received in response
to, but beyond the scope of, the FISA Court order; uploading information
into FBI databases; and handling large or sensitive data collections.

For example, the Reauthorization Act calls for minimization
procedures that prohibit the dissemination of non-public U.S. person
information in a manner that would identify the U.S. person in certain
(nrcumstances However OIPR and the FBI could not agree on a definition

ing information.”
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In addition, OIPR and the FBI could not agree on the time period for
retention of business records obtained by Section 215 orders. h




In an effort to meet the statutory deadline after the August 21 meeting
the former Counsel for Intelligence Policy suggested that the Attorney
General adopt sections of the Attorney General’s Guidelines for FBI National
Security Investigations and Foreign Intelligence Collections of October 31,
2003, (NSI Guidelines) as interim minimization procedures. According to
OIPR and FBI attorneys, the suggestion was adopted for several reasons.
First, it allowed the Attorney General to meet the statutory deadline.
Second, compliance with the NSI Guidelines in their entirety was already a
prerequisite to obtaining a Section 215 order. Third, the suggestion allowed
the parties to continue efforts to resolve their differences in other forums.

During this period the FBI and OIPR also were discussing some of the
same issues with respect to updating the minimization procedures for full
FISA orders. FBI and OIPR attorneys told us that they believed that the
minimization procedures for full FISA orders could supersede or at least
serve as a model for the minimization procedures for Section 215 business
records since the discussions regarding full FISA orders required the
resolution of broader and more complex issues.70

In addition, the Office of the Director of National Intelligence convened
a working group composed of representatives from the intelligence
community to discuss, among other things, the lack of consistency in their
guidelines for national security investigations and the need to develop
common definitions for terms including “U.S. person identifying
information.”71

69 Particularized minimization procedures were included in Section 215
_

70 As of early February 2008, the Department had not finalized the updated
minimization procedures for full FISA orders.

71 As of early December 2007, the working group had not defined “U.S. person
identifying information.”
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III. The Interim Standard Minimization Procedures

On September 5, 2006, the Attorney General signed the Interim
Standard Minimization Procedures (Interim Procedures) and filed the
procedures with the FISA Court. The Interim Procedures adopted four
sections of the NSI Guidelines and stated that the sections are to be
“construed” to meet the statutory definitions of minimization procedures
contained in the Reauthorization Act.

The four sections of the NSI Guidelines included in the Interim
Procedures are: (1) Respect for Legal Rights; (2) Determination of United
States Person Status; (3) Retention and Dissemination of Information; and
(4) Definitions.72

The Respect for Legal Rights section states that the NSI Guidelines do
not authorize investigating or maintaining U.S. person information solely for
the purpose of monitoring protected First Amendment activities or the
lawful exercise of Constitutional or statutory rights. In addition, this
section requires that investigations be conducted in conformity with
applicable authorities including the Constitution, statutes, executive orders,
Department regulations and policies, and Attorney General Guidelines.

The Determination of United States Person Status section defines a
“United States Person” as including U.S. citizens and aliens lawfully

admitted for permanent residence. The section also provides guidance in
determining a person’s status

The Retention and Dissemination of Information section contains
three subsections: Information Systems and Databases; Information
Sharing; and Special Statutory Requirements. The Interim Standard
Minimization Procedures adopt only the first and second sections.?3

The Information Systems and Databases subsection requires that the
FBI retain records of investigations in accordance with a plan approved by
the National Archives and provides for OIPR oversight of information
obtained in the course of a national security investigation.

72 See, respectively, NSI Guidelines Parts 1.B.3; I1.C; VII.A.1 and B; and VIL.

73 The Special Statutory Requirements section requires that FISA-derived
information be disseminated pursuant to the minimization procedures approved by the
FISA Court and as specified in the FISA statute. Although not formally adopted in the
Interim Standard Minimization Procedures, this section — as with every section in the NSI
Guidelines — governs the use of Section 215 derived information because compliance with
the NSI Guidelines in their entirety is already a prerequisite to obtaining a Section 215
order.
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The Information Sharing subsection identifies the Department’s policy
to share information with relevant agencies unless there is a specific
provision limiting such information sharing. To that end, the section
provides that the FBI may disseminate information within the Department,
with other federal, state, and local entities, and with foreign authorities
when the information relates to the recipient’s authorized responsibilities
and is consistent with national security interests.

The Definition section of the NSI Guidelines defines terms such as
“foreign intelligence,” “international terrorism,” and “publicly available.”

However, the Guidelines do not define “U.S. person identifying information.”

We asked FBI and OIPR officials whether they believed the interim
procedures met the minimization requirements of the Reauthorization Act.
We specifically inquired whether the interim procedures could meet the
statutory requirements when adherence to the NSI Guidelines was already a
statutory requirement for obtaining a Section 215 order, the NSI Guidelines
were not specific, and the NSI Guidelines applied to all documents the FBI
collected in the course of a national security investigation and were not
“designed in light of the purpose and technique” of Section 215 requests, as
required by the Reauthorization Act.

OIPR and FBI attorneys responded that they believed the interim
procedures met the statutory requirement because the Reauthorization Act
did not require that the minimization procedures be “new” or “in addition to”
existing requirements.

When we asked how an agent would determine, for example, whether
the disclosure of U.S. person identifying information is necessary to
understand foreign intelligence or assess its importance, the FBI General
Counsel stated that the determination must be made on a case-by-case
basis. The former Counsel for Intelligence Policy stated that pursuant to the
interim procedures the FBI employee disseminating the information would
make a judgment call. The former Counsel for Intelligence Policy also noted
that this was one of the unresolved issues and that he hoped these issues
would be addressed as the FBI and OIPR updated the minimization
procedures for full FISA orders.

We also asked the FBI whether the retention plan approved by the
National Archives required FBI agents to examine records received pursuant
to a Section 215 order upon receipt to ensure compliance with the order. As
discussed previously, we believe such a requirement could prevent the
retention of U.S. person information that was produced pursuant to but not
authorized by a Section 215 order. However, we were told that the FBI does
not have a current retention policy for counterterrorism cases and until
such a policy is developed, the FBI will rely on a default retention policy
which addresses only the duration of retention and does not address the
need to review the material. According to the FBI's default retention policy
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for counterterrorism cases, the FBI will retain information obtained during a
national security investigation for il before the issue of further
retention is re-evaluated.

IV. OIG ANALYSIS

As discussed above, because of a series of disagreements about how
the FBI should retain and disseminate business records obtained pursuant
to a Section 215 order, in September 2006 the Department issued “interim”
minimization procedures for business records produced pursuant to Section
215 orders. These interim minimization procedures use general hortatory
language stating that all activities conducted in relation to national security
investigations must be “carried out in conformity with the Constitution.”
However, we believe this broad standard does not provide the specific
guidance for minimization procedures that the Reauthorization Act appears
to contemplate.

When discussing the issue raised by the Reauthorization Act of
whether the minimization procedures “protect the constitutional rights of
United States persons,” OIPR and FBI attorneys asserted that most
government requests for business records do not raise constitutional
concerns. They noted that the Supreme Court has held that individuals
have no legitimate expectation of privacy for information voluntarily turned
over to third parties. See e.g., United States v. Miller, 425 U.S. 435, 442-444
(1976); Smith v. Maryland, 442 U.S. 735 (1979); Couch v. United States, 409
U.S. 332, 335-336 (1973). Yet, not every business record obtainable
through a Section 215 order falls under this rubric. For example, a request
by the government for business records created and maintained by a sole
proprietor may raise Fifth Amendment concerns. Bellis v. United States,
417 U.S. 85 (1974).74 Business record requests also may affect First
Amendment rights of individuals. In addition, the Supreme Court also has

not ruled on the aiiroiriate irivaci interest to be afforded to ||

Moreover, the Reauthorization Act required the Department to adopt
“specific procedures” reasonably designed “to minimize the retention, and
prohibit the dissemination, of nonpublicly available information concerning
unconsenting United States persons consistent with the need of the United
States to obtain, produce, and disseminate foreign intelligence information.”
We believe that the interim procedures do not adequately address this
requirement, and we recommend that the Department continue its efforts to
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construct specific minimization procedures relating to Section 215 orders,
rather than rely on general language in the Attorney General’'s NSI
Guidelines.

First, the interim procedures do not provide specific guidance
regarding the retention of U.S. person information. The FBI acknowledged
that its practice under the NSI Guidelines sections is to retain all
information obtained in the course of a national security investigation for a
period _ However, the Reauthorization Act requires the
Department to adopt “specific procedures” designed to minimize the
retention of non-publicly available information concerning unconsenting
United States persons, consistent with the need of the United States to
obtain, produce, and disseminate foreign intelligence information. The
Department’s failure to distinguish the retention of U.S. person information
from any other information obtained in the course of national security
investigations appears inconsistent with the language of the Reauthorization
Act. Moreover, while OIPR proposed retaining the business records
Il 2nd the FBI recommended retaining them [ . the interim
guidelines simply follow general archives practices and allow the
information to be retained without further evaluation ||| [ N

Similarly, the interim procedures do not contain procedures that
prohibit the dissemination of U.S. person information unless disclosure is
necessary to understand or address the importance of the intelligence
information. The FBI's assertion that agents can make this determination
on a case-by-case basis conflicts with the statutory requirements that
specific minimization procedures be developed to address this concern.

ignores the Reauthorization
Act’s statutory requirement that the Department adopt procedures “that are
reasonably designed in light of the purpose and technique” of business
records orders to minimize the retention and prohibit the dissemination of

U.S. person information.” We believe that standard procedures should be
specifically adopted N - -cord vith

the requirements and intent of the Reauthorization Act.?5
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As a result, we recommend that the FBI and OIPR continue to work to
develop appropriate standard minimization procedures for business records.
Pursuant to the Reauthorization Act, the Department should replace the
interim procedures with final standard minimization procedures that
provide specific guidance for the retention and dissemination of U.S. person
information. In addition, we recommend that the FBI and OIPR monitor
Section 215 requests to ensure that if a request implicates the rights of U.S.
persons, that specific and particularized minimization procedures be
included in the Section 215 application and implemented in a manner that
protects the U.S. person’s constitutional rights.
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CHAPTER EIGHT
CONCLUSIONS

As required by the Reauthorization Act, the OIG conducted this review
of the FBI's use of Section 215 requests for business records in 2006. The
Reauthorization Act required the OIG to examine how many requests were
prepared by the FBI; how many applications were approved, denied, or
modified by the Foreign Intelligence Surveillance Act (FISA) Court; whether
bureaucratic or other impediments hindered the FBI's use of Section 215;
and the effectiveness of the FBI's use of Section 215. The Act also directed
that the OIG examine any improper use of Section 215 authority and
identify any noteworthy facts or circumstances concerning Section 215
requests. Finally, the Act required the OIG to examine whether the
minimization procedures adopted by the Department protect the
constitutional rights of U.S. persons. As required by the Reauthorization
Act, our review covered Section 215 requests processed in calendar year
2006.

We found that in 2006 the FBI and OIPR processed a total of 21 pure
Section 215 applications and 32 combination applications. All but six of the
pure Section 215 applications were formally submitted to the FISA Court.
Each of the 47 Section 215 applications (15 pure requests and 32
combination requests) formally submitted to the FISA Court were
approved.76

The six pure Section 215 requests that were not formally presented to
the FISA Court were withdrawn either while they were pending approval at
the FBI's National Security Law Branch (NSLB) or at the Office of
Intelligence and Policy Review (OIPR) because they lacked sufficient
predicate or the provider did not maintain the records requested. The FBI
obtained a wide variety of records using Section 215 orders in 2006,
including credit card records,

Unlike in previous years,

76 Four of the pure Section 215 applications processed in 2006 were signed by the
FISA Court in 2007.
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We determined that when FBI agents submitted Section 215 requests
processed in 2006, they encountered similar processing delays as those
identified in our March 2007 report. These delays were caused by
unfamiliarity with Section 215 orders, too few resources to handle requests
expeditiously, the multi-layered review process, and substantive issues
regarding whether the application met the statutory requirements. Overall,
the average processing time for Section 215 orders in 2006 was 147 days,
which was similar to the processing time for 2005. However, the FBI and
OIPR were able to expedite certain Section 215 requests in 2006, and when
the FBI identified two emergency requests the FBI and OIPR processed both
Section 215 requests quickly.

We uncovered no evidence of harm to national security in any specific
cases caused by the delay in obtaining Section 215 orders or by the FBI's
inability to obtain information that was requested in Section 215 requests.
However, agents expressed frustration about the amount of time and effort
involved in obtaining a Section 215 order and stated that they would first
pursue the information through other more efficient investigative techniques
such as voluntary compliance and national security letters.

We again examined how the FBI in 2006 used information obtained

throuﬁh Section 215 orders in national securii investiiations. Aside from

Section 215 orders were used primarily to exhaust investigative leads,

although in some instances the FBI obtained information to support
additional FBI investigative requests and to
. The evidence showed

no instance where the information obtained from a Section 215 order

described in the body of the report resulted in a major investigative
development. However,

We did not identify any illegal use of Section 215 authority. However,
we identified two instances where the FBI received information inadvertently
that was not authorized by the FISA Court order. In one instance, the FBI
did not realize for 2 months that it was continuously receiving information
that was not authorized by the FISA Court order. The FBI reported this
matter to the IOB, and OIPR reported the matter to and sequestered the
material with the FISA Court.

In the other instance the FBI recognized the matter quickly and took
steps to immediately sequester the additional material. However, in this
case, the FBI did not consider the matter to be reportable to the IOB
because the records were not statutorily protected. OIPR has not made a
decision regarding whether this is a compliance incident reportable to the
FISA Court.
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We recommend the FBI should develop procedures that require FBI
employees to review materials received from Section 215 orders to ensure
that the material they receive pursuant to a Section 215 is authorized by the
Section 215 order.

Furthermore, we recommend that the FBI develop procedures for
identifying and handling material that is produced pursuant to, but outside
the scope of, Section 215 orders. The procedures should include the FBI's
justification for handling any class of such material differently from other
classes and should consider factors in addition to whether the material is or
is not statutorily protected. For example, the procedures should also
address such factors as whether the material contains non-public
information about U.S. persons who are not the subjects of FBI national
security investigations, and whether the underlying Section 215 order
included particularized minimization procedures. These procedures should
be incorporated in the minimization procedures required by the
Reauthorization Act.

We identified two other “noteworthy” items. The first involved a

The second noteworthy item concerned the

Finally, we examined whether the interim standard minimization
procedures adopted by the Department for Section 215 orders are
consistent with the requirements of the Reauthorization Act. Because of
differences between the FBI and OIPR, the Department’s interim procedures
merely adopt the general language contained in the Attorney General's
National Security Guidelines. However, these general standards do not
provide specific guidance for minimization procedures that the
Reauthorization Act appears to contemplate. We believe that these interim
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guidelines do not adequately address the intent and requirements of the
Reauthorization Act for minimization procedures, and we recommend that
the Department continue its efforts to develop specific standard
minimization procedures relating to Section 215 orders.

87



UNCLASSIFIED APPENDIX



UNCLASSIFIED

DIRECTOR OF NATIONAL INTELLIGENCE
WASHINGTON, DC 20511

MAR 0 7 2008

The Honorable Glenn A. Fine
Inspector General

United States Department of Justice
950 Pennsylvania Avenue, N.W.
Washington, D.C. 20530

Dear Mr. Fine;

(U) Thank you for providing us a copy of your draft report dated January 28, 2008 titled,
“A Review of the Federal Bureau of Investigation’s Use of Section 215 Orders for Business
Records in 2006.” We have also reviewed the subsequent draft provided to us on February 19.
We appreciate the opportunity to comment, and note that this comment addresses the draft dated
February 19, 2008.

(U) As you note in your report, Section 215 orders are an invaluable tool the Federal
Bureau of Investigation uses to obtain information in national security investigations. In many
cases, the information obtained through this investigative technique cannot be obtained by other
means. We thank you for the extensive review your office has conducted of the use of this
authority.

Sincerely,

Ce G n

J. M. McConnell

UNCLASSIFIED
A-1



U.S. Department of Justice

National Security Division

Washington, D.C. 20530
March 3, 2008

The Honorable Glenn A. Fine
Inspector General

United States Department of Justice
950 Pennsylvania Avenue, NW
Washington, DC 20530

Dear Mr. Fine:

Thank you for the opportunity to respond to your report entitled, “A Review of the
Federal Bureau of Investigation’s use of Section 215 Orders for Business Records in 2006.” We
are pleased that your report recognizes the importance of this valuable tool to the Federal Bureau
of Investigation’s (FBI) conduct of national security investigations.

As you find in your report, FBI agents depend on Section 215 orders to support FBI
national security investigations and to follow through on investigative leads. The process for
obtaining these orders was designed to protect the privacy and civil liberties of Americans and to
ensure that applications comply with statutory requirements. We appreciate your finding that this
careful, measured approach—while resulting in some delay—has not caused any harm to the
national security. In order to help ensure that the Department takes full advantage of this
important tool in the future, the National Security Division (NSD) has augmented the number of
attorneys handling Section 215 applications, and is collaborating with the FBI to increase the
efficiency with which requests for Section 215 authority are prepared. Indeed, as you note, the
FBI and the NSD were able to work together to obtain Section 215 authority expeditiously in
2006 when circumstances required immediate collection.

Your report also discusses the interim minimization procedures adopted by the Attorney
General to govern Section 215 requests. As you note, at the time these procedures were adopted,
the Department was in the process of revising its standard minimization procedures for other
types of FISA collection. To allow Department attorneys the time to produce Section 215
minimization procedures consistent with that revision while ensuring that Americans’ privacy
and civil liberties interests are protected, the current interim procedures were adopted. The
Interim Standard Minimization Procedures apply the requirements of four sections of the
Attorney General’s Guidelines for FBI National Security Investigations and Foreign Intelligence
Collections (October 31, 2003) to records obtained pursuant to Section 215. Since their
adoption, the Foreign Intelligence Surveillance Court (FISC) has ordered the government to
follow these minimization procedures in numerous Section 215 orders. With the revision of the
procedures for other FISA collections now complete, the Department will commence work to
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replace these interim procedures with standard minimization procedures specifically tailored to
collection under Section 215.

Finally, we are pleased that your report confirms there were no illegal uses of Section 215
authority in 2006. Your report does note two instances in which a third party over-produced
certain records in response to a court-authorized Section 215 request. As you discuss in your
report, the FBI did not solicit the additional business records in either case and therefore cannot
be faulted for the recipients’ production of records beyond the scope of the court order. Indeed,
in both instances you identify, the FBI took the steps necessary to ensure that the over-produced
information would not be used.

Thank you for your efforts and for the opportunity to convey our comments on this report.

Sincerely,

Kenneth L. Wainstein
Assistant Attorney General
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U.S. Department of Justice

Federal Bureau of Investigation

Office of the Director Washington, D.C. 20535

March 5, 2008

Honorable Glenn Fine

Inspector General

United States Department of Justice

950 Pennsylvania Ave. N.W, Suite 4706
Washington, D.C. 20530

Re: Office of Inspector General Report: A Review of the
Federal Bureau of Investigation's Use of Section 215 Orders

Dear Mr. Fine:

The FBI appreciates this opportunity to respond to the findings and
recommendations made in a "A Review of the Federal Bureau of Investigation's Use of Section
215 Orders" (215 Report), areport that was Congressionally mandated by the USA PATRIOT
Improvement and Reauthorization Act of 2005. This letter conveys the FBI's response to the
findings and recommendations of the Report, and I request that it be appended to the Report.

We are pleased that your office has concluded that the FBI did not engage in any
illegal use of its authority to gather third party business records during national security
investigations. We also appreciate your findings, with which we concur, that "Section 215 can
be a valuable investigative tool" even though delays in obtaining such orders have, at times,
undercut that value. Finally, we appreciate your conclusion that emergency requests were
handled very quickly and that the average processing time for business record applications was
reduced slightly during 2006 as compared to 2004 and 2005 because "FBI and OIPR attorneys
developed a procedure and working relationship that allowed them to process business records
orders more efficiently." We are hopeful these processing times will continue to fall in the
coming years.

Thank you for the opportunity to respond to the report.
Vgry truly ypurs,

-

Robert S. Myéler, III
Direttor
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